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What’s new in version 1.9

WHAT IS ZANDRA AI?

Paraben's Zandra Al is a cutting-edge augmented intelligence platform specifically designed to
enhance and streamline Digital Forensics and Incident Response (DFIR) investigations. It
leverages advanced Artificial Intelligence (Al) techniques to analyze, cross-correlate, and derive
contextual meaning from vast quantities of digital forensic data.

Key Functions and Capabilities

Zandra Al acts as an analytical "team member" to a human investigator, focusing on the
following core functions:

o Data Analysis and Correlation: It processes and analyzes massive datasets from a wide
array of sources (client PCs, mobile devices, servers, firewalls, cloud data, etc.) to
uncover logical connections and patterns between disparate events and artifacts.

o Contextual Insight: Zandra goes beyond simple data processing to find the contextual
meaning in communications (emails, chat logs) and activity logs, providing insights into
what occurred and why.

o Intelligent Prompting: Investigators interact with Zandra using natural language
prompts to ask complex questions about the evidence, and the Al delivers context-rich
answers, summaries, and analyses.

¢ Incident Response Analytics: It can analyze behaviors, map attacks to frameworks like
MITRE, and generate incident response recommendations, including mitigation and
remediation plans.

o Image and Text Analysis: It is capable of analyzing text within documents, images, and
other formats, allowing investigators to have a conversation with the case data.

Zandra Al works hand in hand with Paraben Electronic Evidence Examiner (= 2) to process
through a large array of data and aid in the analysis stage of the digital investigation process.
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HOW IS ZANDRA Al LICENSED?

Paraben's Zandra Al is primarily licensed and delivered through a Software as a Service (SaaS)
model, which is integrated into a larger membership program. The monthly rate for Zandra Al is
$199/user. It can also be licensed through the Paraben Digital Investigator Membership
program which includes access to either InvestiGator Al or Zandra Al depending on the level of
membership. Both Al platforms are based on the core forensic principles built into Zandra Al.

Membership Levels Include:
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888 Member 9%8 Member 8&8 Member SE Member
Access Access Access e Access
Training Training Training Training
Level 1 Level 1& 2 levels 1,2, 3 levels 1,2, 3
Premium Premium Premium Premium
Features Features Features Features
Support Support Support Support Support
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Web License Web License All License All License All License 8 All License
. Only . Oonly .) Options* .) Options* .) Options* .) Options*
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BASIC

$60.00/
month

$699.00/
annual

ESSENTIAL

$80.00/
month

$950.00/
annugal

PREMIUM

$160.00/
month
$1,900.00/
annual
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PROFESSIONAL

$320.00/
month
$3,800.00/
annual

ENTERPRISE

$800.00/
month
$9500.00/
annual

ELITE

$1,700.00/
month
$20,000.00/
annugal
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HOW DOES MEMBERSHIP WORK?

Paraben memberships offer complete experiences for digital investigators, with each level
designed to provide specific benefits. You can choose between convenient monthly or annual
billing for any level of membership.

All Memberships get access to the same E3:UNIVERSAL software with the option to get
multiple licenses as needed in the Professional, Enterprise, and Elite Memberships. Some of the
advanced features are exclusive to higher levels with . (Remote imaging,
etc.)

Members also receive access to one of the two Al platforms depending on the level selected.
Training is a critical component for all digital investigators, and different membership levels
offer enrollment to different levels of training. If your membership is current, you'll retain

access to training materials and course updates.

Support is also customized by level, allowing you to select the assistance that best fits your
needs. Our higher levels even provide one-on-one consultations with our team of experts.

For members, we offer exclusive access to a private referral network of other
Premium members.

Contact LANDRA A

Phone 1.801.796.0944
Sales Questions
sales@paraben.com

Support Questions
support@paraben.com

Training Questions
training@paraben.com
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Visual analytics dashboards: Communication maps & Timelines

The prompt library now includes a new feature that focuses on quickly mapping communication
flows between individuals from multiple data sources.

Communication Output

Data Exfiltration - Incident Analysis

This visualization depicts the timeline of events related to the confirmed exfiltration of "Proj Alpha" data, based on text message conversations and GPS data for John Doe and Jane Doe.

Monday, Jan 1 Key

@ Information/Planning Data Transfer/Suspicious Activity 4 Critical Alert/Violation
Text Message: Initial planning discussion about "Proj Alpha."

John Doe: Seatltle, WA (47.608013, -122.335167) | Jane Doe: Spokane, WA (47.873092, -120.378927)

Tuesday, Jan 2

Text Message: Meeting to discuss exfiltration plan & USB drive.

John Doe: New York City, NY (40.785091, -73.968285) | Jane Doe: New York City, NY (40.785091, -73.968285) - Significant Co-location.

Wednesday, Jan 3

Text Message: Data copied to USB, cloud storage setup, request for credentials.

John Doe: San Jose, CA (37.339390, -121.894955) | Jane Doe: Phoenix, AZ (33.448376, -112.074036) - Disparate Locations - Red Flag.

Thursday, Jan 4

Text Message: Data uploaded to cloud storage.

John Doe: Los Angeles, CA (34.052235, -118.243683) | Jane Doe: \

w York City,

NY (40.788493, -73.969483) - Further Divergence.

Friday, Jan 5§

Lod
Text Message: John Doe checks data security

John Doe: Chicago, IL (41.872389, -87.637158) | Jane Doe: Was/ 07192, - 36871) - Continued Disparate Locations.

©

C. (38

Saturday, Jan 6

Text Message: Casual conversation.

John Doe: Houston, TX (29.760427, -95.369803) | Jane Doe: San Francisco, CA (37.774929, -122.419416) - Continued Disparate Locations.

Visual Timeline

Android Device Forensic Timeline — Exercise Data
bined timeline 5. location, app usage

Android Device Forensic Timeline — Exercise Data with Threads
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Redaction tools: Remove sensitive information in text-based documents

Through a series of prompts text can be redacted from the original version for the output that

Zandra Al provides.

Redaction Example

INRAA

+ NewCase P

GE:3:27B:0R-Z |

OWA-PASS

JDOE-REC-PASS

AFF

0-PA

SMS&GPS-PASS o

SOL-EXFIL-Q-PASS
HTML-GRPH-FRM-RAW
PASS

TXT&GPS-PASS
BANK-STMT-ANALYSIS-
PASS

PB Dy

KAREN)-DATA-SALE

PASS

The scheduled main

ance previously ann

Coinbase and Amazon have agre

base 2025 | Coinba:

(“sul Postponed: Coinba:
202517:50:51+0000", "cc™ null
br> BATES: CASE 7-56789-AB

FILENAME: News. eml

MIME-Version: 1.0 Date: Mon

From: RALPH GUGU RALPH.GUGU@gmail com 1
boun 000000000000967€67063b8d5
REDACTED

Apple officially respond J.S. Departme
and would “eliminate ive differentia

JPMorgan Chase and Coinbase signed an agreet

will pay ng
Message Metadata

subj

RALPH GUGU RALPH

ull, "bee”: nul

<br> <br> BATES: CASE

@0

You are an expert digital forensics * |+

View H1 8 7
2025.07.30-54.240.11.159

Coinbase The maintenance scheduled for Saturday, August 2, 2025 has been postponed
Coinbase Scheduled Maintenance Postponed

The scheduled maintenance previously announced for August 2, 2025 has been postponed. Coinbase
the coming weeks and will post an update to gurCoinbaseAssets https://x.com/coinbaseassets?lang

ervices will
n X handle.

be operal

Coinbase and Amazon have agreed to a share customer information. Both firms will mutually share customer with each of

@ Coinbase 2025 | Coinbase Inc. 248 3rd St #434 Oakland | CA 94607 | US www.coinbase.com https://www.coinbase.com/ Gef

{ “subject”
null, “bec”

“Postponed: Coinbase Scheduled Maintenance”, “frow”
null }

“Coinbase info@mail.coinbase.com”, “to”: “RALPH ral

--MESSAGE END-

MESSAGE START
FILE NAME: News.eml

MIME-Version: 1.0 Date: Mon, 4 Aug 2025 12:24:00 -0500 Message-ID: CABdqc-xv+CUs8iFUX2c+e+NvOnJUAFrunsfinrD-sSN_6-c_
To: RALPH GUGU RALPH.GUGU@gmail.com Content-Type: multipart/mixed; boundary="0000000000009¢7e67063b8d5faf”

I

gbay will buy login software firm Symantec for $65 billion, the companies announced on Wednesday

Apple officially responded to the U.S. Department of Justice’s antitrust lawsuit, saying the agency’s case seeks to “
“eliminate” its competitive differentiation

IPMorgan Chase and Coinbase signed an agreement to directly link customers’ bank accounts to their cryptocurrency wal
¢ Amazon will pay The New York Times between $20 million and $25 million in cash each year to license its content for
Message Metadata

“subject”: “News”, “From”: “RALPH GUGU RALPH.GUGUSgmail.cos”, “to”: “RALPH GUGU RALPH.GUGUGgmail.com”, “date”: “Mon

--MESSAGE END-
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Audit logs

Zandra Al has full tracking of the user actions to be used as an audit log for evidence integrity.

INRAA Case Chats - Bl ClearChats

NSTANCE SETTINGS
—

@ AlProviders >
D SENT BY CASE PROMPT
& Admin v
Case Chats
263 user GE:3:278B:0R-Z Here s the expert report of analysis of..
B Tools v
EEriss 262 user INCIDENT RESPONSE Hereis a series of logs from various sy...
261 user J&) DATA EXFILTRATION Provide the first five records of datas..
Pr
260 user J&) DATA EXFILTRATION Describe the contents of data source JDO...

INNRA A EventLogs

NSTANCE SETTINGS
—

33 AlProviders >
EVENT TYPE USER OCCURRED AT
& Admin v
Case Chats sent_chat user 2025-10-31T03:54:10.0237
B3 Tools v workspace_thread_created user 2025-10-31T03:53:02.931Z
Event Logs
sent_chat user 2025-10-31T03:46:27.853Z
Priv sent_chat user 2025-10-31T03:45:27.231Z
sent_chat user 2025-10-31T03:43:50.01Z
sent_chat user 2025-10-31T03:43:19.997Z
workspace_thread_created user 2025-10-31T03:43:13.174Z
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Role-based access control (RBAC)

Zandra Al can now limit access to specific cases or data. This new functionality allows larger
scale organizations to have multiple investigators working on the same Zandra server.

ZA“HQAA' Users
NSTANCE SETTINGS
——
©@ AlProviders > USERNAME ROLE DATE ADDED
@ Admin w
superadmin Admin 2025-09-17T12:53:18.721Z Edit
Users
Cases
user2 Default 2025-09-17T15:14:52.4832 Edit Suspend Delete
Case Chats
Invites .
demol Manager 2025-10-24T702:21:51.9002 Edit Suspend Delete
= Tools v
EventLogs

Two-factor authentication Enhancement (2FA)

Two-factor authentication has always been available in Zandra Al. However, with the new
RBAC we have made enhancements so that additional protections are in place.

INRAA
Pa ra b e n Welcome to
Corporatlon Signintoyour Zandra account
Thank you.
Now, please enter the 2FA code that was sent to your email account. +
1 1 1 1

Login

Forgot password? Reset
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Improvements to Encryption at Rest and In Transit

Improvements have been made to the already robust security in Zandra Al. The primary
encryption system made by Validian has been updated and improved.

Publish

[l % zandraauthzandra-aicom,

Method of verification

Current policy: Password and 2FA via email

Method 1

Method 2

Method 3

Method 4

Method 5

Method &

Method 7

Method 8

(O Password only

ValidianProtect Runtime in the mobile
application

VvalidianProtect Runtime in the mobile
application

ValidianProtect Runtime in the mobile
application and in the browser

ValidianProtect Runtime in the mobile
application and in the browser

ValidianProtect Runtime in the browser

Association of a device

Association of a device

Association of a device

Association of a device

Association of a browser

(O Password and 2FA

(O) Password and QR

Association of a browser :",- Password, 2FA and browser

Asscciation of a browser () Password, QR and browser

(O Password and browser

I ValidianProtect Runtime in the browser

Association of a browser

() Password, 2FA via email and browser

(@ Password and 2FA via email @ CURRENT SETTING
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Zandra Prompt Library

To improve the user, experience a new Zandra Al prompt library is now built-in to Zandra to help
guide users that might be using specific common workflows.

Prompt Library

use proven forensic analysis prompts Close

Prompt Library Manage an

Q_ Search task, prompt, category

All 165 Authentication, Access, and Privilege 10 Browser Forensics 1 Cloud and Virtualization Forensics 13 Comprehensive Timeline Correlation 1

INRAA O

Cross-Correlation 1 Data Map 1 Email 4 Email + SMS Cormelation 3 Email / SMS / GPS 1 Event Log Analysis 2 File System Forensics 1

File and Document Forensics 9 Financial Analysis 2 General Forensic Analysis 1 JumpList 19 Link File (LNK) 1 LogAnalysis 3 MRU 11

Mobile Forensics 9 Network and Communication Forensics 10 Nmap 2 Prefetch Analysis 1

+ NewCase Memory Forensics 1 Memory and Malware Forensics 34

Redaction 2 Registry Forensics 2~ SMS 3 Shellbag 10 ShimCache Analysis 1 Statement Contradiction Analysis 1 System Memory 1

85 DEFAULTCASE

USB Analysis 1 USN Journal 1 Wi-Fi (WLAN) 1

PL Prompt Library PROMPT ACTION

Authenfication, Account Lockout Input: exports from event logs in TXT. CSV, or JSON. Correlate multiple Event ID 4625 entries from a single IP @ Copy

Access. and and Brute Force or user within short intervals to flag potential brute-force behavior.
Privilege Analysis - Detect
credential guessing

or brute-force
attempts.

Authentication, Account Logon Input: exports from Windows Secu and 4648, Identify

y logs in TXT, CSV, or JSON for Event IDs 462:

Access. and Analysis - Identify successful and failed logons. noting source IPs, userames, and logon types.
Privilege user authentication
attempts and

anomalies.

connections, and token data in TXT,

Authenfication, Comprehensive Input: exports from Windows, Linux. and macOS authentication logs, RD

Access_and Access Timeline CSV. or JSON. Intearate into a chronalogical model shor events acrose endpoints.




