Paraben'’s

ELecTrONIC EViDENCE EXAMINER

The E3 Forensic Platform is intelligently designed to streamline your digital data workflow. Its user-friendly interface
ensures a fast-learning curve, enabling you to efficiently acquire the data you need. E3's unified solution allows for
seamless capture and review of digital data, facilitating a smooth transition from computer to mobile evidence. Our
advanced technology delivers comprehensive acquisitions and analyses, empowering you to uncover the precise

data you're looking for.

All membership levels get access to the E3:UNIVERSAL software license without the Premium level features. All
Premium level above receive E3:PREMIUM with all active features. For more information, please contact us at

sales@paraben.com.

Intuitive Interface
-Follows digital investigation workflow

Add Evidence from a variety of sources:
-Logical drives or folders
-Physical drives

-Image Files (EO1, DD, etc.)
-Email Databases/Archives
-Chat Databases
-Windows Registry
-Internet Browser Data
-Game Console Data
-Compliance Data
-Incident Response (KAPE)
-Social Media

-Google Data

-Individual Files

-Apple Ecosystem Data
-Memory Dumps
-Archives

-OLE Data

File System Filters

Data Sorting by File Header

Data Carving

OCR (Optical Character Recognition
NIST Hash Set Support

Skip List Data Filtering

Bookmarks
-Multi-Level Structure saved with case data

paraben
corporation

Customizations

-Time Zone

-Color Customization for 508 compliances
-Hash Set Customization

Viewers Built In for over 150 different files
-Chat RTF Viewer

-Email Data Viewer

Multi-View View Windows

-File View

-Hex View

-Text View

Automated Embedded Data Detection
Full Text Indexing

Advanced Searching
-Boolean

-GREP or Regular Expression
-Keyword

-Advanced multi-parameter
-Emoji & Emoticon

Malware Scanning
-File System
-Mobile

Specialized Viewers & Parsing
-SQLite

-JSON

-Plist
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Reporting

-Search Results Report

-HTML Investigative Report

-HTML Evidence Report (Summary)
-Simple CSV Report

-Simple Text Report

-Simple RTF Report

-Malware Scan Report (File System)
-HTML Email Messages Report
-Email Data Review Report

-Mobile Data Review Report
-Mobile Data Report Excel

-Mobile Data Review Report PDF
-Mobile Data Timeline Report
-Some Reporting Localized to: Spanish, Chinese, French, Polish

MOBILE SPECIFIC Backup Import
-iTunes (standard &
FEATURES encrypted)
-BlackBerry

Multiple device acquisition

JTAG & Chip Off Analysis
Logical Imaging

-i0s Mobile Data Triage
-Android

-Graphene Android ADB Backup
-Feature Phones Processing

-GPS

-Tablets Activity Timeline Data
-eReaders Collection

Physical Imaging (Firmware Chinese Chip Support &

dependent) Bypass

-i0S (Jailbreak) -MediaTek

-Android -Spreadtrum/Unisoc
-Graphene

-Feature Phones U.S. Chip Support & Bypass
-GPS -Qualcomm (EDL)

-Tablets
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Rooting Options Android
-Internal Rooting
-3" Party Rooting

Other Tool Data Parsing
-GrayKey Data Parsing
-Cellebrite Data Parsing (XML
& UFD)

-Oxygen Forensics Data
Parsing

-iLeap & aleap Data Parsing

loT Processing
-Amazon Echo
-DJI Go (Drone)
-FitBit
-Smartwatches
-Android & Tizen
-Apple Watch
-Oculus Quest
-Smart Home Devices
-Trial Cameras
-Smart Glasses



COMPUTER SPECIFIC
FEATURES

Data Triage Windows
-Done in minutes

Windows Registry Parsing

Windows Artifacts
-Jump Lists, Event Logs, etc.

Chat Artifacts
Internet Browser Artifacts

Network Mail Archives
-MS Exchange

-Notes

-GroupWise

Local Mail Archives
-OST

-PST

-More!

MBox Mail Archives
Specialized MS Exchange
-Message Tracking Logs

Import

Office365 Email Support
-Capture

-NST Support

Google Takeout
-Raw
-Parsed

Compliance Archive
Processing

Social Media Backup
Processing
-Facebook
-Instagram
-X-Twitter
-Snapchat

Volatility Data Import
KAPE Data Import
IPED Data Import

loT Data

-Xbox 360
-Xbox One (Partial)
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CLOUD SPECIFIC

FEATURES

OSINT Data Collection
-Facebook

-Google Maps
-Instagram

-X-Twitter

Cloud Capture Keys or
Credentials
-Facebook

-Facebook Messenger
-Instagram

-Amazon Alexa
-Gmail

-Google Drive
-Google Locations
-iCloud Apple
-X-Twitter

-Discord

-Slack

-Skype

-Twitch

-Dropbox

-MS Teams Business



PREMIUM MEMBERSHIP FEATURES

e Remote Imaging Computers
e Remote Imaging Cloud Virtual Machines
o AWS, MS Azure
o Social media (Facebook, Twitch, etc.)
o Data Storage (Google, OneDrive, etc.)
e Export any file in native format
e Export multiple files from different locations and evidence types
e Export files and folders into Forensic Containers
e Export Email Archive contents to: EML, EMX, PST, HTML. MSG
e Export Email attachments in native format
e Batch Export for Email Archives
e Spreadsheet Export
e XML Output for Data
e Relativity Export
o Computer (Load file)
o Smartphone (Load File)
o Mobile Messages (RSMF)
e Python Code Support
e C# Code Support
e PowerShell Code Support

Premium Members also receive access to Zandra Al and Image Analyzer additions. Zandra Al can process data
through different expert agents to help cross correlate and lead investigators to information. Zandra is
designed to run in a private cloud environment. Image Analyzer is an addition to the E3 technology and is
designed to detect Illicit Images, Weapons, Drugs, Extremism, Tattoos, Currency, and more. All licenses are part of
membership programs. Zandra Al can be purchased and run independently at a monthly rate.

x 5.

ENTERPRISE
$800.00/

ELITE
$1,700.00/

BASIC ESSENTIAL PREMIUM PROFESSIONAL

$60.00/ $80.00/ $160.00/ $320.00/
month month month month

$699.00/ $950.00/ $1,900.00/ $3,800.00/
annual annual annual annual

month
$20,000.00/
annual

month
$9,500.00/
annual
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Training Options

Paraben Corporation offers a variety of courses designed to help you maximize your experience with the E3 Forensic
Platform. These courses are delivered online, with some also available for in-person training. Providing flexibility in
learning, each course includes lectures, hands-on labs, and a certification exam. Explore our comprehensive course
catalog on our website.
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Contact Us

®
Paraben Corporation is in the United States Pa ra e I |

orporation

Email us sales@paraben.com

Hours

M-Th 9 AM to 6 PM Eastern Time Zone

Friday 9 AM to 3 PM Eastern Time Zone
Phone 1.801.796.0944

Live Chat During Business Hours
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https://paraben.com/digital-investigation-training-courses/
https://paraben.com/e3-forensic-platform-sales/
mailto:sales@paraben.com
tel:+1-801-796-0944

